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IDinsight Research and Data Ethics 
Policy  
 

Last Updated/Reviewed:  Apr 16, 2026

 

Background and Purpose of Policy  

Ethical questions accompany much of the work that we do at IDinsight. In line with our values (in 
particular, impact, inclusivity and honesty), IDinsight has devised this policy to describe the set of 
rules that we expect our staff to adhere to in our work and to outline which general ethical 
principles we follow to address ethical questions.  

Generally, the support that IDinsight provides to its partners is based on data collected from 
questioning or observing individuals or the monitoring of programs. Such activities come with a 
variety of ethical considerations as they involve us making value-based decisions that lead to real 
consequences for individuals and groups who may have very little power to influence these 
decisions. We build on the Belmont report to outline which general ethical principles we follow and 
how they apply in our work and to set the standards for our values and behaviors. We go beyond 
traditional research ethics and address the appropriateness of our values and behaviors not only 
with respect to activities that are directly related to data collection, but also the use of the data. 
Further, we do not limit the scope to considerations related to individuals and groups subject to our 
project activities, but also those commissioning and conducting them as well as those affected by 
them.  

 

Scope of Policy 

This policy applies to all IDinsight employees, contractors and subcontractors, including 
enumerators hired directly by IDinsight and the employees of any survey firm or non-profit 
organization collecting data on IDinsight’s behalf. In the following, this group will be referred to as 
research staff.  

The policy applies to all types of IDinsight internal and external projects, but not all projects require 
a review by the Ethics committee as outlined in the Policy Statement section further below.  
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Policy Statement 

This section outlines what the policy requires IDinsight staff to do in relation to ethics in their work. 
Further details on the processes can be found in the Ethics Process Document .  1

 

Ethical research practices training 

To be up-to-date on how IDinsight operationalizes ethical principles, all client-facing, RED Team 
and staff dealing with data involving external partners must take and pass an online “research with 
human research participants” training course. IDinsight staff have access to the CITI Program 
Human Subjects Research courses.  

●​ Required IDinsight staff should take the Social-Behavioral-Educational (SBE) Basic course 
or the Social-Behavioral-Educational (SBE) Refresher course if they have already taken the 
basic course.   

●​ The certificate of completion must be uploaded to the Human Subjects Training 
Certificates folder on our Knowledge Management drive.  

●​ All staff must take and pass a refresher course when their certificate has expired (i.e. after 
three years of obtaining their last human subjects training course certificate). 

Monitoring of compliance with Ethics Policy 

All IDinsight staff are responsible for conducting their work in line with this ethics policy. Beyond 
individual responsibility, IDinsight Operations Team will:  

●​ Ensure all client-facing staff and RED Team staff have completed a “research with human 
subjects” training course, and  

●​ Track the completion and expiration date of certificates. 

In addition, RED Team members on each project are required to monitor and report on compliance 
with research activities. Specifically, the RED Team Point Person on each project must: 

●​ Ensure necessary review and approval is received before any primary data are collected 
from respondents (unless the project is determined to be exempt), 

1 For internal circulation only 
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●​ Include an informed consent form that complies with Informed Consent Template and 
Checklist, and  

●​ Follow all relevant data security practices listed in the Data Security Policy. 

 

Submission of Projects for Ethics Review 

Even prior to consideration for ethics review, any project that places project participants or 
impacted populations in a state that is knowingly worse than the status quo (standard of care) 
would violate our ethics principles and therefore would not be done by IDinsight. 

Project that meet any one of the following criteria are required to get an ethics review: 

1.​ IDinsight conducts primary data collection 

2.​ IDinsight influences how and from which individuals’s data are collected (even if it is not 
directly responsible for data collection) 

3.​ IDinsight uses data on individuals (including non Personally Identifiable Information that 
may be collected by others) to advise on, design or implement interventions/solutions: 

a.​ Whose benefits are not accessible to all members of the impacted population (e.g. 
when a particular subgroup of the impacted population is excluded from the 
benefits of an intervention/solution), (OR) 

b.​ That potentially expose the impacted population to harms that they were not 
exposed to previously (e.g. when interventions/solutions are implemented at scale) 

The RED Team Point Person is accountable for the submission of the project to the committee 
before any data on project participants is collected, PII is accessed or solution is deployed. 

Informed consent 

Project participants from whom IDinsight wishes to collect data directly must be invited to 
participate in the evaluation or data collection activity. They must give their consent to participate 
and have the opportunity to withdraw their participation for any reason at any point. When data is 
collected at the cluster level or the project is expected to directly impact the broader population 
going beyond the project participants, consent might be needed from local regional entities at the 
according level (e.g., chiefs or local government structures). For the work with external partners 
and clients, IDinsight should sign partnership agreements in which the roles and responsibilities of 
each partner are defined at the beginning of a project. For staff, there needs to be contracts that 
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describe the expectations of IDinsight and the staff toward each other. These requirements are 
guided by the ethics principle of “respect for persons.”  

Concerning project participants, there are important exceptions related to situations in which the 
risk of participation is zero and there are large logistical challenges of identifying and 
communicating with individuals whose information is being used.  For example, this requirement 
does not apply to data collected for routine administrative purposes by implementing organizations 
unless the administrative data or implementation of a program has been altered for the purposes of 
an evaluation. This also may not apply in the case of a cluster randomized study, in which 
information is collected at the level of a health facility, school, community, or other aggregate 
entity. 

Consent may be written or oral in different situations and may be given by the participant. If the 
participant is not able to give “legal” consent on their own behalf (e.g. children), and we require 
consent from an authorized individual (e.g. a parent), we may still require “assent” (i.e. agreement 
to participate) from the respondent.  

To ensure that the study participant is truly informed and understands, the information provided for 
consent should be communicated in the respondent’s language and usually includes items listed in 
the IDinsight Informed Consent Checklist and Guide:  

●​ The research purpose,  

●​ The study procedures (e.g., interviews or focus group discussion),  

●​ The estimated time and effort of involvement-the duration of the study and time required,  

●​ An assessment of the potential risks,  

●​ Projections about potential benefits to participants and to society,  

●​ Information about the participant’s right to refuse to answer any question or to stop at any 
time without negative consequence from the research team or the implementing 
organization,  

●​ A contact for if a participant has a question about the specific research project, and a 
contact for the participant if s/he has general questions about the rights of a research 
participant.  

It is expected that the informed consent language will be read verbatim in the language of the 
consent form, or effectively-verbatim when translated by the enumerator to the language of the 
respondent, so the importance of each piece of information must be balanced against the need for 
brevity. It is also expected that participants are given an opportunity to display understanding, and 
that study staff invite and answer any questions participants might have.  
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Under the Belmont Report definitions, “coercion occurs when an overt threat of harm is 
intentionally presented by one person to another in order to obtain compliance. Undue influence, 
by contrast, occurs through an offer of an excessive, unwarranted, inappropriate or improper 
reward or other overture in order to obtain compliance.” The decision to participate should be free 
of coercion and/or undue influence: 

●​ Compensation for participation should not be excessive and “hard to refuse.”  2

●​ There should be no suggestion or indication of punishment or loss for refusing to 
participate. 

●​ There should be no suggestion of future individual benefits for participating. 

In IDinsight’s work, informed consent typically applies to project participants who are existing or 
target beneficiaries of a service or program (for example households, mothers, farmers, etc).  3

However, when conducting research for a client, employees of the client’s organization may be 
required to participate by organization leadership. For example, if our client is a school district, the 
head of the school district may require teachers to respond to a questionnaire – for example, about 
their own or student attendance – on which IDinsight is playing a consultative role. In such cases, 
we may not give target respondents the alternative of opting out – but we will still explain to them 
the purpose and importance of their participation in the evaluation.  

This exception only applies if the information collected is directly relevant to respondents’ work 
(e.g. not about their health or family). If IDinsight project teams have reason to believe that 
mandatory participation could unjustly harm respondents, those teams have an obligation to inform 
the Ethics Review Committee, and the Ethics Review Committee must weigh in on which data are 
appropriate and ethical. 

If information about individuals is obtained outside of primary data collection – i.e. administrative 
data, secondary sources or public data, this would usually not be considered a project with 
“Project Participants” and therefore IDinsight project teams are not required by default to obtain 
informed consent. This is the case unless personally identifiable information is obtained, in which 
case all protections related to human research participation apply.   

For sensitive information, project team members must be aware of whether the data they receive 
violates any norms, rules, or laws, and should seek advice from IDinsight leadership and/or 
General Counsel if they suspect this is the case. The IDinsight Ethics Review Committee may also 
wish to add informed consent as an additional requirement.  

3 Target beneficiaries may also include individuals in the comparison group. 
2 As a heuristic, one day’s wage for participation in a long survey (one that takes one to several hours) would be considered reasonable. 
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Data Security 

Protection of project participants’ privacy, confidentiality and anonymity is covered by the ethics 
principles of “respect for persons” and “beneficence.” The primary tools of data security include 
encryption, de-identification, and password protection. 

Digital Data Collection 

The following data security measures must be taken for all primary data collected digitally: 

 

●​ All data collection devices must be encrypted so that if the device is lost human 
participant identities and information is inaccessible to others. 

●​ Access to the device must be password protected with a secure password (See IDinsight 
Appropriate Use Policy as part of its Data Security Policies). 

●​ The transfer of data from data collection devices to cloud servers or local networks 
must be secured (encrypted). 

 

Digital Data Storage 

For digital data obtained through primary data collection or receipt of non-public administrative 
data, the following requirements hold: 

●​ The storage of raw data on cloud servers or local networks must always remain encrypted. 
Other than the project team, no one should have access to this data, including platform 
administrators that host the data. 

●​ Transfer of raw data from the cloud or local networks to local devices such as laptops or 
desktop computers must be secure (encrypted). 

●​ Storage of raw or identifying data must be encrypted on local devices. Local devices must 
be password protected with a secure password. 

●​ Ideally, data would be collected or shared without personal identifiers. However, if personal 
identifiers are part of the data set, data must be encrypted and/or de-identified (personally 
identifiable information, or “PII”, must be moved into a separate dataset) as soon as 
possible. This can be programmed into the digital data collection software. If not 
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pre-programed, ideally datasets should be de-identified as soon as it is downloaded from 
cloud servers.  

●​ PII must remain encrypted in separate encrypted volumes or folders (using Dropbox ETF) 
when shared between local devices and cloud sharing systems (i.e. Dropbox).  

○​ Note 1: In some studies, we must be able to re-identify responses for quality control 
purposes, data cleaning, and for follow up surveys when needed. We must 
therefore ensure there is a unique ID for each respondent that can link the 
observations in the dataset with survey information to those in datasets with 
identifiers (link files or link-logs). The unique ID variable must exist in both 
datasets.  

○​ Note 2: while Dropbox encrypts data on its servers, Dropbox for most accounts, 
administrators have back-door access, which is not permitted. 

●​ The password protected encrypted volumes must be secure and if shared, must be shared 
through a secure password management system (such as Dashlane, Nordpass, etc.) or 
non-digitally. Passwords should not be shared through email or file-sharing software. 
Sharing passwords with written notes, by phone and through text (e.g. Whatsapp) are 
acceptable. 

Paper Surveys 

For paper surveys, there are additional requirements that precede those for digital data collection.   4

●​ Within the paper questionnaire, PII should be kept on separate pages from most of the 
private information respondents share.  

●​ Completed survey responses should be separated from PII as soon as possible after data 
collection (e.g. in the physical location where data will be digitized). Ideally, 
de-identification should happen before data entry. Note: ensure there is a common unique 
ID for each survey respondent, on all pages.  

●​ During data entry, PII and survey responses should ideally be entered into separate data 
entry forms. 

●​ The data entry software and devices must follow the remaining steps described in the 
above section on Digital data collection. 

●​ When not being transported or entered, copies (of both PII and the survey responses) 
should be stored in locked cabinets. We recommend destroying paper surveys (and PII) 
after the engagement is complete and, if appropriate, data published, or roughly 3 years 

4 Paper surveys are strongly discouraged if digital data collection is possible.  
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after data collection. Documents should be destroyed in a way that does not allow 
reconstruction (e.g., shredded).  

 

Data Collection Protocol 

The principles of respect for persons and beneficence are applied to the data collection exercise in 
the following two ways: 

●​ Protecting Privacy: To ensure respondents’ privacy is respected during the data collection 
process, care must be taken when identifying, finding, approaching, and interviewing the 
respondent, such that information about the study, and the target respondent’s 
participation in the study, does not lead disclosing information about the respondent to 
other members of the household or community. For example, a survey about experiences 
with prenatal care might inform others in the household that the target respondent was 
pregnant, when that information was not intended to be shared. 

●​ Minimizing harm: The enumerator must be sensitive, understanding and patient when 
conducting the survey, which contain sensitive questions and must be perceptive of the 
project participants' mood to judge when to pause and offer respite, and when to stop the 
survey. If the survey has been stopped, the enumerator must share free and easily 
available resources that the study participant can access in case they find the need to do 
so. These resources can be local NGOs, government organizations, etc.  

 

Piloting of interview guide / questionnaire 

Many projects at IDinsight often pilot survey questionnaires or interview guides with a small 
population of project participants to understand how the questionnaire and/or survey perform in 
real world situations. In these circumstances often the questionnaire / research guide is only in 
draft form and project teams often improvise and experiment with various components of the 
survey. However, since pilot studies deal with project participants, the key tenets of the IDinsight 
ethics policy apply to these studies as well. The project team must design pilot studies that respect 
the project participants, cause them no harm and are just even if the specifics of the pilot are not 
finalized.  

If opting for internal ethics review, project teams should provide the details of the pilot study along 
with the drafts of the questionnaires and/or interview guides before conducting the pilot survey. 
The project team must ensure that all the protocols are being followed to ensure ethical research. 
These include obtaining informed consent, establishing strong data security protocols and robust 
data collection protocols. For more details on the protocols please refer to the section above. 

 

8 

 



​  

 

Most pilot studies will receive an exempt review status by default, since the ethical risks are 
relatively low. However if the pilot deals with vulnerable populations or is asking sensitive 
questions, then the pilot will receive an expedited review. 

While the pilot study is being conducted, project teams must inform the ethics committee of any 
incidences of adverse events and unforeseen challenges. 

 

Adverse Events and Unforeseen Challenges 

IDinsight project staff are required to report any adverse event or unforeseen challenges to the rest 
of the team including the project Director, as well as the IDinsight Ethics Review Committee. 
Adverse events include (a) incidents that harm individuals because of their participation in 
research, (b) incidents where individuals are harmed due to the intervention or behavior of 
intervention staff/personnel, (c) any serious violations of protocol (including related to data privacy 
and security) or ethical violations by research staff, regardless of harm to individuals, or (d) 
general violations of this policy such as failure to get IRB/ERC approval. 

For any events involving people’s safety, the project team should take corrective actions 
immediately and report to the Ethics Review Committee describing the corrective measures taken. 
For other adverse events, the project team should report to the Ethics Review Committee and 
suggest corrective measures. The Ethics Review Committee must review such a report in a timely 
manner and recommend corrective action to the CEO and provide recommendations to the project 
team.  

If any staff member is deeply unsatisfied with the resolution at that level, they may also report 
adverse events through the internal ombudsman portal. 

 

Consequences for Non-Compliance 

IDinsight reserves the right to take appropriate disciplinary action up to and including 
termination for noncompliance with this policy. 

 

Additional Policy Details 

The first guide for staff’s behavior should be their own conscience. All staff are responsible for the 
ethical conduct of their work. Ethical reflections cannot just be outsourced to other people, review 
boards or other institutional or regulatory bodies. The IDinsight Ethics Review Committee functions 
as a guide for staff concerning the ethical conduct of their research activities and reviews projects 
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based on the ethical principles outlined below. Nevertheless, all staff are expected to design and 
implement their projects with these ethical principles in mind. These are based on the Belmont 
report. 

1.​ Respect for persons: We define this principle to mean that all people should have the right 
to fully exercise their autonomy and that persons with diminished autonomy as well as 
historically marginalized (or excluded)/underrecognized should be entitled with further 
protections. We operationalise autonomy by ensuring transparency, privacy and 
confidentiality to all people/actors related to the project, and by providing further 
protections to actors to account for the differential in power vis-a-vis other actors and/or 
reduced autonomy.  

2.​ Beneficence: This principle describes the idea that our projects should aim to do no harm 
and maximize potential benefits, while also minimizing potential harms. For Beneficence, 
this requires us that the benefits of the study to participants and society outweigh any 
risks. The projects should be designed to promote wellbeing, to prevent harm wherever 
possible, and to minimize it when it cannot be entirely avoided. 

3.​ Justice: This principle says that the distribution of benefits and burdens of our projects 
should be fair. This principle of Justice is operationalized by ensuring that the population 
participating in the projects is representative of future beneficiaries of generalizable 
knowledge, and that research procedures are administered equally, fairly, and in a 
non-exploitative manner. Similarly, the risk and benefits associated with projects should be 
equally distributed across members of the impacted population, external partners and 
research staff. 

These three principles are applied to all the key spheres IDinsight influences or interacts with in the 
course of its work. These include: Project Participants, Impacted Populations, External Partners 
and Project Staff. The first three spheres relate to the external stakeholders while the last sphere is 
associated with the internal stakeholders.  

 

Related Policies 

Child Safeguarding and Protection Policy 

Data Security and Privacy Policy 
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